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Seduc&ve	
  myths	
  about	
  privacy	
  

•  Myth:	
  The	
  major	
  privacy	
  risk	
  is	
  from	
  
unauthorized	
  access	
  to	
  informa&on	
  

•  Myth:	
  Privacy	
  can	
  be	
  adequately	
  protected	
  by	
  
removing	
  personally	
  iden&fying	
  informa&on	
  
(PII)	
  from	
  records	
  to	
  be	
  released.	
  

•  Myth:	
  No&ce	
  and	
  choice	
  is	
  an	
  adequate	
  
framework	
  for	
  privacy	
  protec&on	
  

•  Myth:	
  Personal	
  privacy	
  is	
  personal	
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PharmaCare officials issued a statement 
through a public relations firm: 
"PharmaCare protects Personal Health 
Information (PHI) in a diligent manner that is 
consistently in compliance with all 
regulations. In our web-based system, all 
personal health information is password 
protected.” 
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{date of birth,	
  gender,	
  5-digit ZIP}	
  uniquely	
  iden&fies	
  87.1%	
  of	
  USA	
  
pop.	
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  No&ce	
  and	
  choice	
  is	
  an	
  adequate	
  
framework	
  for	
  privacy	
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  Both	
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Seduc&ve	
  myths	
  about	
  privacy	
  

•  Myth:	
  Personal	
  privacy	
  is	
  personal	
  
•  A	
  “personal	
  choice”	
  to	
  reveal	
  informa&on	
  
about	
  yourself	
  also	
  reveals	
  informa&on	
  about	
  
your	
  associates.	
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Informa&on	
  Leakage	
  from	
  Social	
  Networks	
  

22 
10/16/2013 Hal Abelson, MIT CSAIL, <hal@mit.edu> 

Jernigan and Mistree (2007) 



Informa&on	
  Leakage	
  from	
  Social	
  Networks	
  

23 
10/16/2013 Hal Abelson, MIT CSAIL, <hal@mit.edu> 

Jernigan and Mistree (2007) 



Seduc&ve	
  myths	
  about	
  privacy	
  

•  Myth:	
  The	
  major	
  privacy	
  risk	
  is	
  from	
  
unauthorized	
  access	
  to	
  informa&on	
  

•  Myth:	
  Privacy	
  can	
  be	
  adequately	
  protected	
  by	
  
removing	
  personally	
  iden&fying	
  informa&on	
  
(PII)	
  from	
  records	
  to	
  be	
  released.	
  

•  Myth:	
  No&ce	
  and	
  choice	
  is	
  an	
  adequate	
  
framework	
  for	
  privacy	
  protec&on	
  

•  Myth:	
  Personal	
  privacy	
  is	
  personal	
  

24 
10/16/2013 Hal Abelson, MIT CSAIL, <hal@mit.edu> 



25 



Moving	
  from	
  an	
  old	
  privacy	
  framework	
  …	
  
•  Privacy	
  is	
  the	
  claim	
  of	
  individuals,	
  groups,	
  or	
  
ins7tu7ons	
  to	
  determine	
  for	
  themselves	
  when,	
  
how,	
  and	
  to	
  what	
  extent	
  informa(on	
  about	
  them	
  
is	
  communicated	
  to	
  others.	
  

���
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J. Saltzer and M. Schroeder 
“The Protection of Information 
in Computer Systems”(CACM 
1974) 



To	
  a	
  privacy	
  framework	
  for	
  the	
  21st	
  century	
  

•  Privacy	
  is	
  the	
  claim	
  of	
  individuals,	
  groups,	
  or	
  
ins7tu7ons	
  to	
  determine	
  
for	
  themselves	
  when,	
  how,	
  and	
  to	
  what	
  extent	
  
informa(on	
  about	
  them	
  is	
  communicated	
  to	
  
others.	
  
	
  

•  Privacy	
  is	
  the	
  claim	
  of	
  individuals,	
  groups,	
  or	
  
ins7tu7ons	
  to	
  determine	
  when,	
  how,	
  and	
  to	
  
what	
  extent	
  	
  

informa(on	
  about	
  them	
  is	
  used	
  by	
  others	
  in	
  
ways	
  that	
  affect	
  them.	
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Concern	
  with	
  	
  
inappropriate	
  disclosure 
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Concern	
  with	
  	
  
inappropriate	
  use 
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Informa&on	
  accountability	
  

When	
  informa&on	
  has	
  been	
  used,	
  it	
  should	
  to	
  
possible	
  to	
  determine	
  what	
  happened,	
  and	
  to	
  
pinpoint	
  use	
  that	
  is	
  inappropriate	
  



Technology	
  to	
  support	
  informa&on	
  
accountability	
  

•  Databases	
  and	
  data	
  providers	
  supply	
  machine-­‐
readable	
  policies	
  that	
  govern	
  permissible	
  uses	
  of	
  the	
  
data.	
  

•  Data	
  transfers	
  and	
  uses	
  are	
  logged	
  so	
  that	
  chains	
  of	
  
transfers	
  have	
  audit	
  trails	
  

•  Informa&on	
  is	
  annotated	
  with	
  provenance	
  that	
  
iden&fies	
  its	
  source.	
  

•  Automated	
  reasoning	
  engines	
  use	
  policies	
  to	
  
determine	
  whether	
  data	
  use	
  is	
  appropriate.	
  

•  Users	
  manipulate	
  informa&on	
  via	
  policy-­‐aware	
  
interfaces	
  that	
  can	
  enforce	
  policies	
  and/or	
  signal	
  non-­‐
compliant	
  uses.	
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Scenario	
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• In	
  order	
  to	
  prevent	
  an	
  epidemic,	
  CDC	
  contacts	
  everyone	
  whom	
  an	
  
unconscious	
  tuberculosis	
  pa7ent	
  could	
  have	
  been	
  in	
  contact	
  with	
  

– people	
  he	
  works	
  with,	
  his	
  choir,	
  the	
  members	
  of	
  his	
  scout	
  troop,	
  
people	
  he	
  has	
  called,	
  who	
  have	
  called	
  him	
  

• CDC	
  gets	
  his	
  phone	
  records	
  from	
  
• Some7me	
  later	
  Bob	
  Same	
  has	
  phone	
  troubles	
  and	
  calls	
  XPhone	
  to	
  
schedule	
  an	
  appt	
  
• The	
  customer	
  service	
  operator	
  sees	
  that	
  CDC	
  had	
  obtained	
  his	
  records	
  and	
  
infers	
  that	
  he	
  must	
  have	
  some	
  contagious	
  disease	
  
• So	
  she	
  refuses	
  to	
  schedule	
  a	
  repairman	
  



Event	
  Log	
  



Policy and Policy Language 
•  MA_Disability_Discrimination_Policy a air:Policy; 
•     air:variable :EVENT, :REQUESTER, :ACTOR, :REASON,  
•   :REQUEST, :INSTRUCTION; 
•     air:rule [ 
•         air:pattern { 
•            :EVENT a tami:RefuseRequest; 
•                tami:reply-to :REQUEST; 
•                tami:receiver :REQUESTER; 
•                tami:reason :REASON. 
•         }; 
•         air:rule [ 
•             air:pattern { 
•                  :REQUEST tami:instruction :INSTRUCTION; 
•                                      a tami:Request. 
•                   :INSTRUCTION tami:intended_beneficiary :REQUESTER; 
•                                      a tami:BenefitInstruction. 
•                   :REQUESTER tami:location tami:MA. 
•             }; 
•             air:rule [ 
•                 air:pattern { :EVENT a tami:RefuseRequest; 
•                                  tami:reason :REASON. 
•                               :REASON tami:category tami:HealthInformation }; 
•                 air:assert { :EVENT air:non-compliant-with :MA_Disability_Discrimination_Policy } 
•             ] 
•        ]; 
•     ]. 

MA Disability Discrimination 
Policy 
No otherwise qualified 
handicapped individual 
shall, solely by reason of 
his handicap, be excluded 
from participation in, be 
denied the benefits of, or be 
subject to discrimination 
under any program or 
activity within the 
Commonwealth 
More info: 
http://www.mass.gov/legis/
const.htm#cart114.htm 



Accountability	
  Reasoning	
  



“Service denial 
violates anti-
discrimination 
law” 

Explanation: “illegal 
to use health 
information as a 
condition of 
delivering a public 
service” 



Proper&es	
  of	
  Accountable	
  Systems	
  

• Expressivity 
• Evaluation of usage 
post-collection & 
analysis 
• Explanation 
• Support 
incompleteness and 
inconsistency 
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Trans-­‐
ac&on	
  	
  
Log	
  

Policies	
  &	
  
Rules	
  

Reasoner	
  
Accountability	
  
Assessment	
  



Accountability architecture 
• Access control through 
Decentralized 
Authentication Proofs 
based on access rules 
expressed over data 
semantics 
• Transparent data usage 
logging for real-time 
compliance hints and a 
posteriori accountability 
• Engineered as Web 
architecture components 
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Information Accountability an as alternative 
to secrecy 

•  Rules and law should govern how 
information is used: 

 "It is illegal to consider health status of 
applicant or her family in hiring decisions" 

•  Interactions with data are logged in order 
to provide possibility of machine-assisted 
human-driven accountability 



A	
  World	
  of	
  Accountable	
  Systems	
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Accountable	
  
Systems	
  

Share	
  health	
  
informa&on	
  
for	
  research	
  
without	
  risk	
  
of	
  insurance	
  

bias	
  
Share	
  
loca&on	
  
with	
  

friends	
  
without	
  
fear	
  of	
  
intrusive	
  
tracking	
  

Allow	
  behavior	
  
profiling	
  

without	
  risking	
  
financial	
  

discrimina&on	
  

Par&cipate	
  in	
  
social	
  

networking	
  
without	
  risk	
  of	
  

job	
  loss	
  

Leverage	
  the	
  
power	
  of	
  the	
  
Web	
  for	
  

democracy	
  
without	
  
chilling	
  
poli&cal	
  
ac&vity	
  


